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Why is digital maturity important?
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In the digital world 
individuals are faced with 

several challenges.

The competencies included 
in the digital maturity 

concept address the cability 
to deal with these 

challenges. 

With high digital maturity, 
young people should be 
better able to deal with 

challenges and use digital 
technology to their personal 

benefit. 

Laaber et al. (2022)



Challenges in the digital world

• These challenges are categorised into 
three general areas. 

• These areas correspond to the three 
capacities which the digital 
maturity competencies are 
grouped into. (see UNIT 1)
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Challenge of
behaviour being 
determined by 

technology

Challenge to keep 
up with constantly 

advancing 
technological 
developments

Challenge to social 
interaction and 

society
Capacity to interact 

adequately with 
others and 

contribute to society

Capacity to use digital 
technologies in an 

autonomous and self-
determined way

Capacity to master 
increasing digital 

challenges and solve 
problems



Challenge of behaviour being determined by 
technology

• In the digital world, behaviour can be determined by technology through manipulation and 
reduced decision-making by the user. 

• Users are often influenced by what is shown to them on devices and online platforms, instead of 
making own conscious decisions what they want to look at or engage with. 

• Digital applications and online services are purposely designed to influence users. For example, 
apps might want to capture attention, influence emotions or behaviour. The goal of this influence 
can be, for example, to keep users on a page longer than they intended to, or to encourage users 
to buy a specific product. 

• There are many different approaches to influence users, some of which will be outlined in this 
unit. 

• This can lead to an overuse of digital devices and to users engaging with technology very 
passively. 
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Cara (2020), Gaggioli et al. (2017)



Challenge to keep up with constantly 
advancing technological developments

• The rapid emergence of new technical devices and new functionalities makes it necessary for 
young people to constantly advance their skills, in order to keep up with current developments. 

• This includes technical, digital safety, and digital problem-solving skills, ranging from knowing how 
to technically use a device or application, to navigating the online environment safely, or finding 
ways to solve problems in the online environment. 

• This is especially relevant since young people often use mobile devices without supervision of 
their parents or other adults, who themselves sometimes lack experiences in using digital 
technologies.
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Eynon & Malmberg (2011)



Challenges to social interactions and society

• Further, there are specific challenges to social interactions and the society. 

• Social interactions via mobile devices and the internet differ from face-to-face communication. 
For example, in online communication there is a higher risk of using language that one would not 
use in face-to-face communication. 

• Online, users feel more distant from others, which hinders empathy and makes it more difficult to 
consider the other person’s feelings and control own emotions. This can quickly lead to 
inadequate behaviour towards others like offensive communication or cyberbullying. 

• Similarly, anonymity online makes it more difficult to develop and show social responsibility and a 
sense of citizenship. 
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Bastiaensens et al. (2016), Chetty & Alathur (2018), 
Richardson & Milovidov (2019), Wright (2013)



• Specific aspects of digital technologies which can pose such challenges will 
now be outlined in more detail, as examples for the three challenge areas. 

• While going through these examples, reflect which challenge areas these 
relate to, and which digital maturity competences can help young people to 
meet these challenges effectively. 

Outlook
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An overview of 
some main 
challenges

Dark Patterns

Choice Architecture

Data Privacy (Cookies)

Personality-Tailored Ads on Social Media 

Algorithms and Filter Bubbles in Social Networks

Absentmindedly Scrolling

Interaction with others online

Anonymity and its Effects

Hate Speech

... 



Dark Patterns
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Cara (2019)

= Dark patterns is a general term for many kinds of deceptive elements that 
are intentionally crafted to direct behaviour and make users engage in actions 
that they would not do otherwise.
• Those patterns are designed to benefit certain stakeholders (companies, 

politicians..), not the user
• Dark patterns are included in various web products that are used world-

wide, such as social media platforms, various apps or web services



Dark Patterns

• Some dark patterns can be relatively obvious, while others can be very subtle and 
hidden. Here are some examples:

Masked advertising when a product is promoted but it does not look like an advertisement

Forced continuity continuing a paid subscription after the free trial period has ended, without announcing it

Involuntary spamming of 
friends on social media for example, a game on social media automatically sending notifications to friends

Hidden costs occur in online stores, when costs are not displayed at the stage where the user expects to 
see them

False sense of 
urgency/scarcity

false information like that an offer will end soon, only limited items/seats are available, 
many others are looking at this offer right now, etc. to create pressure

Pseudo-notifications irrelevant notifications sent to users, e.g. to increase engagement with a platform
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Cara (2019)



Dark Patterns
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• This highlights the importance of young people being equipped to handle such 
manipulations. 

• Being able to avoid and handle these manipulations requires digital maturity skills 
like risk awareness, digital literacy and support-seeking, but also the ability to use 
technology in a self-determined and autonomous way. 

• Both children and adults are affected by dark patterns. Children are particularly targeted on 
social media and in online games. 

• Those dark patterns are used in a variety of web products, from social networking sites, 
e-commerce platforms, video games, apps, web services and websites.

Fitton & Read (2019)



Choice Architecture
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“Choice architecture” refers to the idea that changes in the decision environment can 
affect individual decision-making and behavior. 

To do so, design features are used to promote specific options and encourage users to 
behave in a certain way, while preserving freedom of choice and not restricting anything.

Choice architecture can be used to influence behaviour in a favorable way, including 
consumer protection, public health, environmental behaviour, and financial 

decision-making.

However, not all designers apply this in the user’s best interest, but rather use design 
features to benefit their own ends. These practices are again described as “dark 

patterns”, for example masked advertising, forced continuity, or hidden costs.

One example where choice architecture features are often used are Cookies. 

Bauer et al. (2021)



Awareness of Data Privacy (Cookies)

• One challenge in the digital world is protecting own data privacy.
• With the increasing use of digital technologies, more and more user data is collected. For 

example, this benefits marketers and product designers in targeting advertisements to 
their potential customers.

• One way how information about users’ online behaviour is collected are Cookies. 
• Nowadays, in the EU websites are required to explicitly ask users for consent. 
• This consent is asked via cookie banners popping up on websites. There are usually 

several options to consent to different purposes. 
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Almuhimedi et al. (2015), Bauer et al. (2021), Bavel & Rodriguez-Priego, (2016), Cofone
(2016), Coventry et al. (2014), Monteleone et al. (2015) 



Influences on Data Privacy (Cookies)

• However, many users do not often think about what data is collected about them and what kind 

of consequences this could have. 

• This is further exacerbated by the fact that cookie banners are often purposely designed in a way 

that encourage acceptance of all cookies, and make it more difficult to reject cookies, e.g., by 

needing more clicks or hiding the reject button in a faint colour like gray. 

• Using specific designs that encourage a certain behaviour by making it the easiest (in this case, 

easier to accept all cookies than reject), is a form of "choice architecture“.

• However, it is also possible to encourage more aware behaviour by users: A study found that 

when users are shown what data apps regularly save about them, they become active and change 

their privacy settings.  
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This highlights the importance of digital maturity competences, like risk awareness, or 

support-seeking, in handling digital challenges. 

Almuhimedi et al., 2015), Bauer et al. (2021), Bavel & Rodriguez-Priego, 2016), 

Cofone (2016), Coventry et al. (2014), 

Monteleone et al. (2015)



Choice architecture 
principles and dark patterns 

can be used to influence 
behaviour without users 

being aware of it

These practices can make 
users do things they never 

intended to do and take 
advantage of them

It is thus essential to be 
aware of these influences in 

order not to be 
manipulated by them
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Why is this problematic?



Personality-Tailored Ads on Social Media 

• As has been mentioned, one purpose of collecting information about individuals online, 
is to address them with tailored advertisements. 

• The advertising industry is gathering increasingly detailed data about individuals to make 
use of emotional and subconscious responses, to design more effective ads. 

• For example, companies and political organisations analyse personality based on users’ 
behaviour online (e.g. on social media). 

• Consumers are then shown personality-tailored ads to address them more individually 
with ads which will appeal to them. 
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Zarouali et al. (2020)



Personality-Tailored Ads on Social Media 
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• Personality traits which are used include being extraverted or introverted, or openness to experiences.  
• Such tailored ads can easily be applied online, where different users will see different advertisements. 
• This is a clear difference to more traditional media like TV, and makes online advertising more influential and 

dangerous. 
• This form of manipulation is critical, as it can harm the consumer's trust and makes use of persons’ emotions in a 

way which they might not want.

Zarouali et al. (2020)



Personality-Tailored Ads on Social Media 

• This technique is not only used to promote products more effectively in advertisement. 
• Political campaigns have also increasingly made use of political targeting on social media.
• This means collecting and analysing people’s personal data to send them tailored political 

messages which match their personalities, in order to maximise effects on the users’ 
political behaviour. 
• For example, introverted people have higher voting intentions when they see negative fear-

based ads, extraverted people rather respond to positive and enthusiastic ads.

• Many have heard about this during the Cambridge Analytica scandal several years ago. 
• This brings about the risk of citizen manipulation and emphasises how important it is to 

protect one‘s privacy, and be aware of the potential manipulations one might be facing 
online. 
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Confessore (2018), Zarouali et al. (2020)



• Social media platforms offer an endless amount of content.

• To help users manage the overload of content, social platforms use 
algorithms whose goal is to select the best content for users to consume, 
based on users interests and previous online behaviour. 

• Problem: the emergence of "filter bubbles" 
This is a situation in which social media consumption shows increasing 
polarisation and segregation of the content consumed. By only showing 
content which best matches consumers’ interests and beliefs, ideas and 
concepts that are very one-sided and limited in diversity are mostly 
chosen. 

• This is critical as being exposed to only one perspective can affect 
decision-making and opinion formation. 

• As an example, this may allow “fake news” to spread because it matches 
the preconceived notion of some readers, but it never reaches other 
readers who are able to flag them as fake, while contradicting information 
will never reach the readers which are shown the “fake news”. 
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Berman et al. (2020), 
Lunardi et al. (2020)

Algorithms and Filter Bubbles in Social Networks



“The way to think about it is as 2.5 billion Truman Shows. Each person has their own reality with
their own facts. Over time you have the false sense that everyone agrees with you because

everyone in your news feed sounds just like you. Once you're in that state, it turns out you're easily
manipulated.” 

- Roger McNamee, Early investor venture capitalist in Facebook
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Algorithms and Filter Bubbles in Social Networks

Orlowski (2020) 



These algorithms and filter 
bubbles paint a distorted 

picture of reality and 
confirm existing opinions

But the boundaries of the 
filter bubbles remain 

hidden from users and 
they are not aware of 
things they do not see

That can lead to society 
being split in groups who 

only consume their 
„truth“
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Why is this problematic? 



Algorithms and Filter Bubbles in Social 
Networks
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• This highlights the importance of a careful consumption of online content and being aware 
of such pitfalls. 

• Being able deal with this challenge relates to the digital maturity skill of autonomy within 
digital contexts, as this involves deciding what content to engage with, and not engaging 
with (and believing) all content one sees. 

• Further important skills in this context could be regulation of emotion and impulses in case 
of negative or frustrating content online, and digital citizenship. 



Absentmindedly Scrolling

• One characteristic of social media is that users often 
spend a lot of time on these platforms, even if they 
were not planning to do so. 

• Individuals find that they navigate through online 
media without a specific goal or task in mind, simply 
consuming a never-ending flow of content that is 
rarely especially noteworthy, attention grabbing, or 
even interesting. 

• One reason for this behaviour is the design of the 
platforms themselves: Content is organised and 
presented in a personalised and continuous flow, 
which has no natural stopping point. 

• This “infinity scroll” psychologically tempts us to keep 
going. 
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Lupinacci (2020)



‘new media are wonderfully creepy. They are endlessly fascinating yet 
boring, addictive yet revolting, banal yet revolutionary’

- Chun (2017, p. ix; as cited in Lupinacci, 2020) 
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Absentmindedly Scrolling
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Main challenges

Absentmindedly Scrolling

Lupinacci (2020)

The continuous scrolling enhances the perception of continuous 
connectedness. This can create a feeling of responsibility and 
pressure to continuously check and respond to notifications. 

This also relates to the FoMO phenomenon (see UNIT 2) 

due to the perceived endlessness of information, which can 
get very overwhelming. 

The apparent infinity of social media feeds is argued to create a 
state of constant alertness, which often prompts ‘doom-
scrolling’. 



• Have you ever caught yourself glued to your smartphone, reading 
through one bad news story after another?
à This behavior is called "Doomscrolling”.

• It describes the almost endless consumption of bad news on different 
media channels.

• But why do we do this?
• Threatening, unmanageable or novel situations can trigger fear and a 

feeling of being overwhelmed. 
Since we often have nothing to counter the uncertainty, we try to get a 
grip on the situation by systematically gathering information.
à but most of the time the control attempt fails and we end up in a 
vicious circle, which can make us easily anxious, pessimistic and 
depressed
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Doomscrolling

Looking at 
specific 
content

Strengthens 
algorithms 

to show 
similar 
content

Proposing 
more bad 

news

We don‘t 
stop 

scrolling

Absentmindedly Scrolling - Doomscrolling

Lupinacci (2020)



Absentmindedly Scrolling
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• Again, this emphasises that it is important to reflect on which content we want to engage 
with online. This is important for all users, but especially young people, who are still 
developing their identities and can be more impressionable.

• This includes developing the ability to stop scrolling and putting a device away again, which 
relates to the digital maturity competence autonomous choice to use mobile devices. 

• Also, it relates to autonomy within digital contexts – choosing what content to view. 
• Such skills should help young people to more actively decide what and how much they want 

to see (e.g., one can choose to look up a news article to learn about a topic, or Google 
contradicting viewpoints) and be less influenced by information selected by algorithms. 



Interaction with others online

• With the COVID-19 pandemic, many students have experienced online teaching. This 
online setting is challenging for many reasons, one of which is social interaction. 

• As mentioned in the beginning, interaction online is qualitatively different to face-to-face 
communication. 

• The distance to others makes it more difficult to understand others’ feelings, leading 
individuals to act in ways they would not act like offline. 

• This can also complicate learning and teaching, as the social setting is different.
• It can make communication and understanding of learning content more difficult. 
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Bastiaensens et al. (2016), Chetty & Alathur (2018), 
Richardson & Milovidov (2019), Wright (2013)



Interaction with others in online learning 
environments 

• Interaction with others, specifically peers and instructors, is an 
important factor determining students' successful learning 
experiences in an online learning environment. 

• It positively relates to student satisfaction with the course, 
perceived learning, and social integration. 

• Active interaction with others in online settings requires 
students to have a certain degree of self-regulation.

• In the context of online social interaction, this means that 
students have good regulation abilities regarding social 
interactions. They enjoy and can effectively communicate and 
work with peers and instructors. 

• If students lack these abilities, their interaction in online 
settings can be more complicated and can hinder their learning. 
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Cho & Kim (2013)



Interaction with others online

• Combining this with the digital maturity competences, for positive social interaction 
online, students should be able to control negative emotions and impulsive behaviour. 

• For example, if they are frustrated because something does not work or someone was 
impolite to them, they can control their emotions and do not act impulsively in ways 
which they might regret later, or which could hinder collaboration. 
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Cho & Kim (2013), 
Laaber et al. (2022)

• Hence, it is important that young people develop their abilities to interact 
adequately with others online, despite the felt distance and lack of emotional 
response. 

• This relates to the digital maturity dimensions of regulation of negative emotions, 
regulation of impulses, but also respect towards others online. 



Now that online learning is part 
of our world, it is important to 
acknowledge it and learn how 
to engage in it in a beneficial 

way

This is where digital maturity 
plays an important role: the 
ability to use mobile devices 
responsibly and effectively

That way, self-regulation and 
interaction with others can be 

optimised, and children can 
have a successful learning 

experience in an online learning 
environment 
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Students’ self-regulation: 
the importance of digital maturity
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Anonymity and its Effects

• Despite these aspects of the digital world, which can encourage negative behaviours and can 
desensitise young people to others’ feelings or consequences of actions, it is important to behave in a 
social manner. 

• Hence, it is important to foster digital maturity competences such as respect towards others and 
digital citizenship, for the benefit of individuals and others around them.  

• When we are anonymous, we are less accountable for our actions, which 
reduces inhibition.

• In anonymous situations, individuals often assume that they will not meet 
the other person again. 

• People are more likely to behave warmly if there is an expectation of 
future interaction. 

• Anonymity can encourage antisocial behaviour and is considered one of 
the key motivators for cyber aggression. Chui (2014)



• With online social networks, issues like hate speech, hate 
crime, cyberterrorism, and extremism online have also 
emerged. 

• Hate speech is defined as “any speech, which attacks an 
individual or a group with an intention to hurt or disrespect 
based on identity”.

• It targets different protected characteristics such as gender, 
religion, race, and disability.
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Online 
social 

networks

Extremism

Hate crime

Terrorism

Hate
speech

Role of online social 
networks for destructive 
activities

Chetty & Alathur (2018)

Hate Speech



Hate speech and 
anonymity are closely 

linked, as people feel less 
responsible and have 

fewer inhibitions when 
they are anonymous 

online

This promotes anti-social 
behaviour like hate speech

In offline environments, 
hate speech is less likely

That is why young people 
have to learn how to 

communicate online, e.g., 
being  respectful and 

aware of other peoples' 
emotions  
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Anonymity and Hate Speech



choice architecture and 
dark patterns influence 

our behaviour without us 
being aware of it

algorithms and filter 
bubbles analyse our 

personality and behaviour 
and provide us with a 
tailored selection of 

information, which paints 
a distorted picture of 
reality and confirms 

existing opinions

by only being presented 
with information we find 
interesting, we are likely 

to fall into 
absentmindedly scrolling, 

which can also lead to 
doomscrolling

a typical characteristic of
online environments is

anonymity, which lessens
our inhibition and 

motivates antisocial
behaviour such as hate 

speech

in the context of online 
learning environments, 

skills such as self-
regulation have to be 
developed in order to 

learn effectively 
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Need for 
digital 

maturity to 
meet all 

these 
challenges 

A summary of the challenges in the digital 
world



Self-assessment quiz

1. Name the three areas of challenges in the digital world.
2. Which digital maturity capacity does the challenge of behaviour being 

determined by technology relate to? 
3. Provide an example of a choice architecture design.
4. What consequence can algorithms have on us? 
5. What are dark patterns? Explain and name one example. 
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Self-assessment quiz – Q1 answer

Name the three areas of challenges in the digital world.

• Challenge of behaviour being determined by technology
• Challenge to keep up with constantly advancing technological developments
• Challenges to social interactions and society
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Self-assessment quiz – Q2 answer

Which digital maturity capacity does the challenge of behaviour being 
determined by technology relate to? 

The capacity to use digital technologies in an autonomous and self-determined way.
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Self-assessment quiz – Q3 answer

Provide an example of a choice architecture design.

Designing Cookies on websites in a way that it is the easiest to click “Accept all”, and more difficult if 
you do not want to accept them. 
This is often done by making the “Accept all” button most colourful, and other buttons gray, or by 
having to scroll to reject, or needing several clicks to make your choices instead of simply providing 
a “Reject all/Accept only required cookies” button right next to the “Accept all” button. 
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Self-assessment quiz – Q4 answer

What consequence can algorithms have on us? 

They can provide a bubble of information which is only aligned with our beliefs. This can influence 
our opinion and prevent us from being exposed to any counterarguments. It can also lead to being 
exposed to fake news and no information contradicting the fake news. 

Algorithms aim to keep showing us more content which we will find interesting, to capture our 
attention and keep us on the page for longer. This can also prolong use of social media platforms, 
especially in combination with the infinite scroll. 
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Self-assessment quiz – Q5 answer

What are dark patterns? Explain and name one example. 

Dark patterns is a general term for many kinds of deceptive elements that are intentionally crafted 
to make users engage in actions that they would not do otherwise. Those patterns are designed to 
benefit certain stakeholders (companies, politicians..), not the user.

For example, this can include creating a false sense of urgency or scarcity, or pseudo-notifications. It 
also includes choice architecture designs if they are used for manipulative purposes and not to the 
benefit of the person. 

41



References

Almuhimedi, H., Schaub, F., Sadeh, N., Adjerid, I., Acquisti, A., Gluck, J., ... & Agarwal, Y. (2015). Your location has been shared 5,398 times! A 
field study on mobile app privacy nudging. In Proceedings of the 33rd annual ACM Conference on Human Factors in Computing 
Systems (pp. 787-796). 

Bauer, J. M., Bergstrøm, R. & Foss-Madsen, R. (2021). Are you sure, you want a cookie? – The effects of choice architecture on users’ decisions
about sharing private online data. Computers in Human Behavior, 120, 106729. https://doi.org/10.1016/j.chb.2021.106729

Bavel & Rodríguez-Priego (2016). Testing the effect of the cookie banners on behavior. JRC Technical Reports [EUR 28287], European 
Commission. doi:10.2791/22197 

Berman, R. & Katona, Z. (2020). Curation Algorithms and Filter Bubbles in Social Networks. Marketing Science, 39(2), 296–316. 
https://doi.org/10.1287/mksc.2019.1208

Cara, C. (2019). Dark patterns in the media: A systematic review. Network Intelligence Studies, 7(14), 105-113.

Chetty, N. & Alathur, S. (2018). Hate speech review in the context of online social networks. Aggression and Violent Behavior, 40, 108–118. 
https://doi.org/10.1016/j.avb.2018.05.003

Cho, M. H. & Kim, B. J. (2013). Students’ self-regulation for interaction with others in online learning environments. The Internet and Higher 
Education, 17, 69–75. https://doi.org/10.1016/j.iheduc.2012.11.001

This publication reflects the views only of the author, and the Commission cannot be held responsible for any use which may be made of the 
information contained therein.

42

https://doi.org/10.1287/mksc.2019.1208


References

Chui, R. (2014). A Multi-faceted Approach to Anonymity Online: Examining the Relations between Anonymity and Antisocial Behaviour. Journal 
For Virtual Worlds Research, 7(2). https://doi.org/10.4101/jvwr.v7i2.7073

Cofone, I. N. (2016). The way the cookie crumbles: Online tracking meets behavioural economics. International Journal of Law and Information 
Technology, 25(1), 38-62.

Confessore, N. (2018, April 4). Cambridge Analytica and Facebook: The Scandal and the Fallout So Far. The New York Times. 
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html

Coventry et al. (2014). Using behavioural insights to improve the public‘s use of cyber security best practices. Government Office for Science 
[Summary Report]. https://www.gov.uk/go-science

Fitton, D., & Read, J. C. (2019). Creating a Framework to Support the Critical Consideration of Dark Design Aspects in Free-to-Play Apps. 
Proceedings of the 18th ACM International Conference on Interaction Design and Children, 407–418. 
https://doi.org/10.1145/3311927.3323136

Lunardi, G. M., Machado, G. M., Maran, V. & de Oliveira, J. P. M. (2020). A metric for Filter Bubble measurement in recommender algorithms
considering the news domain. Applied Soft Computing, 97, 106771. https://doi.org/10.1016/j.asoc.2020.106771

Lupinacci, L. (2020). ‘Absentmindedly scrolling through nothing’: liveness and compulsory continuous connectedness in social media. Media, 
Culture & Society, 43(2), 273–290. https://doi.org/10.1177/0163443720939454

This publication reflects the views only of the author, and the Commission cannot be held responsible for any use which may be made of the 
information contained therein.

43

https://doi.org/10.1016/j.asoc.2020.106771
https://doi.org/10.1177/0163443720939454


References

Monteleone et al. (2015). Nudges to privacy behaviour: Exploring an alternative approach to privacy notices. JRC Science and Policy Report 
[EUR 27384], European Commission. doi:10.2791/142795 

Münscher, R., Vetter, M. & Scheuerle, T. (2015). A Review and Taxonomy of Choice Architecture Techniques. Journal of Behavioral Decision 
Making, 29(5), 511–524. https://doi.org/10.1002/bdm.1897

Orlowski, J. (Director). (2020). The social dilemma [Documentary/Docudrama]. Exposure Labs; Argent Pictures; The Space Program. 

Wright, M. F. (2013). The Relationship Between Young Adults’ Beliefs About Anonymity and Subsequent Cyber Aggression. Cyberpsychology, 
Behavior, and Social Networking, 16(12), 858–862. https://doi.org/10.1089/cyber.2013.0009

Zarouali, B., Dobber, T., de Pauw, G. & de Vreese, C. (2020). Using a Personality-Profiling Algorithm to Investigate Political Microtargeting: 
Assessing the Persuasion Effects of Personality-Tailored Ads on Social Media. Communication Research, 009365022096196. 
https://doi.org/10.1177/0093650220961965

Pictures were taken from: unsplash.com; pixabay.com; istockphoto.com

This publication reflects the views only of the author, and the Commission cannot be held responsible for any use which may be made of the 
information contained therein.

44

https://doi.org/10.1002/bdm.1897
https://doi.org/10.1177/0093650220961965

